
Application Testing
Reliability, Security, Privacy...and Convenience

Every web application you operate is a valuable
asset and a constant target. Thousands of web applications
are compromised each year and ultimately account for 77%
of all easily exploitable vulnerabilities. The consequences of
ignoring these easily exploitable vulnerabilities are apparent:
system downtime, financial losses due to lost revenue, stolen
intellectual property, lost productivity, lost consumer confidence,
and damage to the reputation of your business.

HOW WE HELP
TraceSecurity Application Testing thoroughly analyzes your web
applications to provide the reliability, security, and privacy your
users expect. An Application Security Review provides a detailed
security analysis of an application, its supporting infrastructure,
and its security development lifecycle. Rather than relying
solely on automated scanners or script-kiddy software,
TraceSecurity’s approach is almost entirely manual to ensure
your application is secured at the source. A TraceSecurity
Application Review will provide you with:

• A detailed security analysis of an application, its supporting
infrastructure, and its security development lifecycle

• Recommendations for organizational changes that can help
you build and maintain security applications

• Structuring your application security reviews to meet your
specific time requirements and objectives, excluding or
adding areas of analysis as necessary

Years of knowledge and expertise are the cornerstone to the
TraceSecurity approach. TraceSecurity’s engineers have a vast
amount of experience in testing online applications, finding
potential issues, and documenting alternative secure solutions.
Leveraging our expertise, you can confidently:

• Find where confidentiality, integrity, and availability can
be compromised

• Establish a solid application security foundation and baseline
for future efficiencies

• Trace issues for legal, non-repudiation disputes
• Provide the reliability, security, and privacy

your users expect



A Detailed Approach
A vulnerability in the network, a host configuration, or an
application leaves you exposed. TraceSecurity Online Application
Testing (TOAT) uses a methodology developed by TraceSecurity.
The TOAT process is almost entirely done manually rather than
using automated scanners to ensure your application is secured
at the source and at every level.

Network Vulnerabilities
Many network security measures are futile because networks
are designed to let software good or bad run. For example,
firewalls do not offer any protection against application-level
attacks over HTTP or HTTPS. Testing the network for application-
specific issues includes testing for:
• Impersonation, spoofing, and man-in-the-middle
• Session hijacking, and denial of service
• Information gathering and disclosure
• Weak or custom encryption

Host Vulnerabilities
Like networks, hosts are designed to run applications and do
not know if those applications are malicious or not. TraceSecurity
Application Reviews evaluate host vulnerabilities such as:
• Viruses, Trojan horses, and worms
• Shells, scripts, and macros
• Password cracking, permissioning and unauthorized access
• Dynamic linking and loading, arbitrary code execution
• Accessible temporary files, data left in memory, swap file

contents and incomplete deletion
• Poor key generation or key management

Web Application Vulnerabilities
Web application vulnerabilities arise from many factors ranging
from mistakes in design to data parsing errors. Among the top
vulnerabilities tested in a TraceSecurity Application Review are:
• Cross-site scripting, buffer overflow, SQL injection
• Cookie poisoning, hidden field manipulation, network

eavesdropping, and credential theft
• Parameter tampering, session hijacking, session replay,

man-in-the-middle
• Manipulation of query string, form fields, cookies,

HTTP headers

TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.
TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 500 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.
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