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How does Trace Risk Manager enable an organization to perform regular
Risk Assessment?

To solve the budget and personnel time issues, TraceSecurity has developed its Risk Manager solution that automates the
Risk Assessment process to enable an organization to efficiently perform its own, on-demand Risk Assessment in a cost
effective manner. Risk Manager is a Software-as-a-Service (SaaS) solution that eliminates the need to install or maintain
the software on the organizations systems. Risk Manager provides a seamless transition from the TraceSecurity Risk
Assessment to an in-house managed Risk Assessment program. RiskManager is included with TraceSecurity’s comprehen-
sive Risk Assessment Solutions.

Trace RiskManager offers many benefits to your organization:

Reduces employee resource costs of Risk Assessments

Streamlines the entire Risk Management process through an preconfigured framework of threats, assets and safeguards
Fully customizable threats, assets and safeguard parameters

Individually measures risk level of each asset related to: Confidentiality, Integrity, Availability

Provides both quantitative and qualitative methodologies

Leverages previous risk assessment responses to minimize the time associated with controls that have not changed
since the previous risk assessments

Develops a standard, repeatable audit process

Based upon industry standard risk assessment approaches including OCTAVE and NIST.

Integrated regulation information to aid in compliance.

Can easily be mapped to company-specific regulations and standards.

Customizable levels of risk assessment; one size does NOT fit all.

Framework guides multiple employees through the same risk assessment methodologies providing a standardized
risk assessment process.

Creates standardized, accurate reports and thoroughly prepares the IT department for audits
by regulatory boards

e Creates a concise executive summary for management, board of directors and auditors.
® Detailed reporting capabilities including charts and graphs.
® User note section helps create a trail and lessens the time wasted trying to track information during examiner review.

Trace RiskManager is a standalone solution that can be integrated with TraceCompliance Manager providing a single interface to
manage the IT Security Compliance process.

About TraceSecurity

TraceSecurity is a leading provider of security compliance and risk management solutions. With over 900 customers, TraceSecurity supports
the security and risk management efforts of organizations in financial services, healthcare, insurance, government and other regulated
sectors. The company helps organizations of all sizes to achieve, maintain and demonstrate security compliance while significantly improv-
ing their security posture. Key to TraceSecurity’s success is the company’s comprehensive patent-pending methodology that helps clients
address all critical components of a successful security compliance program, including people, process and technology.

TraceSecurity delivers its solutions through an integrated Software-as-a-Service (Saa$S) platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship offering, TraceCompliance Manager, is the first comprehensive
solution to integrate and automate regulatory compliance audits, policy management and dissemination, vulnerability assessment, vulner-
ability alerting, employee education and testing, and file/URL integrity monitoring. In addition, TraceSecurity has developed separate Risk
Management and IT Audit Management solutions that can be seamlessly integrated into the Compliance Manager.

The company’s expert professionals provide comprehensive security assessments that include vulnerability assessments, penetration
testing, application layer testing, IT audits and risk assessments. The team also provides security policy development, security awareness
training and social engineering assessments.
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