' A TraceSecurity Security Assessment does a thorough examination of your networks
to determine the adequacy of existing security measures and to identify security deficiencies. Our
engineers are security experts with years of formal training combined with on-the-job experience.
This expertise combined with state-of-the-art security software ensures customers the most thorough

security assessment available in the industry.

Unlike traditional vulnerability assessments or security assessments which provide only a snapshot
of the organization’s network, TraceSecurity’s program allows for continual assessments. The Security
Assessment includes use of our flagship solution, TraceSecurity Compliance Manager. Compliance
Manager incorporates on-demand vulnerability scanning, real-time vulnerability notification,
compliance and regulation information security review, policy management, and an online training
capability. Compliance Manager gives organizations the capability to continue to scan their networks.

Or, if the customer prefers, TraceSecurity will manage this continued assessment process.

Security Assessment includes:

Policy Review

Policy Awareness Review

In-Depth Regulatory and/or Best Practice Review
Phone Line Review (War Dialing)

External Network Vulnerability Review

Internal Network Vulnerability Review

Employee Awareness Review
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Security Compliance Management

 Network Topology Review

« Third-Party Connections

» VPN and Remote User Connections
« Wireless Security

« Security Countermeasure Review

 Public Records Search

y




COMPLETE SOLUTION

Extensive Reporting

Board-level reporting as well as managerial, external, internal, physical, technical
and regulatory compliance reporting are all included to ensure that each reviewing
constituent has the necessary information in order to pinpoint potential issues.

Proven Methodology

Security Assessments are based on the Open Source Security
Testing Methodology Manual (OSSTMM), the most widely-
used, peer-reviewed, comprehensive security testing
methodology in existence. This means that our clients get
an unparalleled level of service throughout the entire
assessment process.

Continuous Assessments

Use of TraceSecurity Compliance Manager allows organizations to continue
to assess their own network any time - 24 hours a day, 7 days a week - to
weed out potential threats and ensure that organizations are compliant with
regulations and standards. Additionally, if preferred, TraceSecurity engineers
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Security Compliance Management

can manage this continued assessment process.

Security Compliance Management

Please ask for more information about our entire suite of security

compliance solutions:

» Security Assessment + Policy Review and Development
* Penetration Testing « Site Authentication

 Risk Assessment * Two-Factor Authentication
 Anti-Phishing Solution * Web Compliance Audit

« Social Engineering

« Security Awareness Training
¢ |D Theft Prevention

+ Application Testing

» Compliance Audit

About TraceSecurity

TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.

TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 500 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.

www.tracesecurity.com  (877) 275-3009



