
Protect Your Members
Eliminate the threat of Internet Fraud and Identity Theft for your Credit Union
with Trace SiteAssure Manager.
Trace SiteAssure Manager was developed to:
• Build trust and security with your online clients and members.
• Eliminate clients’ exposure to pharming, phishing and

man-in-the-middle attacks.
• Drastically reduce liability of possible identity theft and fraud.

SiteAssure Manager is simple to get started:
• Direct or enable clients to download the FREE toolbar.
• Instill confidence in clients’ online transactions.

Protect Yourself
Eliminate the threat of internet fraud and identity theft for you, the consumer,
with the TraceAssure Toolbar. TraceAssure Toolbar not only supports
two-factor authentication to online applications, but eliminates:
• Phishing and Spear Phishing
• Pharming
• Man-in-the-Middle Attacks

TraceAssure was developed specifically for the home user with a focus on:
• Simple Setup
• Easy to Use
• FREE

KEY BENEFITS
Provides Protection without
Constant Updating
TraceAssure’s patent-pending technology
incorporates a White List to validate a website’s
authenticity. Combined with additional testing
measures, it assures your browsing experience
to be safe and secure.

Easy to Set Up and Simple to Use
Built for the technology newbie to install
and setup but with the power to support a
tech expert.

Multiple Client Support
Internet Explorer 6 (+): Windows
Firefox: Windows, Mac OSX, Linux RedHat

Corporate-Sponsored
Authentication Program
TraceAssure Toolbar is a FREE
utility protecting members and
end users from growing Phishing,
Pharming and Man-in-the-
Middle attacks.

TraceAssure
Eliminate the threat
of Internet Fraud and
Identity Theft



How Does TraceAssure Work?
TraceAssure’s groundbreaking patent-pending web authentication technology cross references
every web page domain with the corresponding IP address. This information is validated against
the secure TraceAssure “White List”.
Participating sites that have been validated will display an “Authenticated” notification as well
as post the name of the organization the user is visiting. If a malicious site attempts to impersonate
a legitimate web site it will fail authentication and a “Malicious” message will be displayed. In
addition, if a malicious site were to perform a man-in-the-middle type of attack, TraceAssure
would catch the IP address difference and warn the user with a “Malicious” notice.
TraceAssure was developed in the labs of TraceSecurity to promote and ensure safe Internet browsing,
e-commerce, internet banking and other potential threats regarding identity theft and fraud.

TraceAssure benefits include:
• Safe and secure web browsing
• Authentication and verification of transactional web sites
• “White List” for protection as opposed to a “Black List” competing solutions

(A Black List must be constantly updated whereas a White List Method is always current
and protecting.)

• Corporate-sponsored authentication program
(TraceAssure Manager)

• TraceAssure Toolbar allows you to add allowed sites to your approved
list. In addition, Toolbar users are encouraged to also recommend sites
for submittal into the standard database. Take advantage today of
our FREE Consumer TraceAssure Toolbar. It’s simple, easy and secure.

AUTHENTICATED MALICIOUS

TraceSecurity is a leading provider of security compliance and risk
management solutions. The company helps organizations of all sizes
to achieve, maintain and demonstrate security compliance while
significantly improving their security posture. Key to TraceSecurity’s
success is the company’s comprehensive patent-pending methodology
that helps clients address all of the critical components of a successful
security compliance program: people, process and technology.
TraceSecurity delivers its solutions through an integrated software-
as-a-service platform backed by expert professional services and
comprehensive security awareness programs. The company’s flagship
offering, TraceSecurity Compliance Manager, is the first comprehensive

solution to automate regulatory compliance audits, board-level reporting,
policy management, vulnerability assessment, and employee education
and testing. The company’s expert professional services include onsite
risk assessments, security audits, and social engineering. The security
awareness programs include an exhaustive set of standard offerings
as well as custom-designed courses. With over 500 clients, TraceSecurity
supports the risk management and security compliance efforts of
organizations in financial services, healthcare, insurance, government
and other regulated sectors.

www.tracesecurity.com     (877) 275-3009
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