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Limited resources force CUs into a perilous
decision: How much security is enough and

at what cost?

Roy Linmico

With modest resources and in-
ternal technical expertise, credit
unions with high-tech systems
and services must determine
whether additional security
measures are justibed—or just a
fear-fueled response to an over-
publicized problem.

While wed like eo bay every cool new
product that comes out, we can't afford 1o
do so. There's a tendency to play. the “fear
factor” with somme of this studl and make
credit unions believe they'ne in severe dan
ger if they don't buy the product,” says
Cameron Pierceheld, assistant vice presi-
denit of technology ot Indianapolis-hased
Forum Credit Ulnion, wathe 970 mllion
in assets

Yet underspending can be costly, oo
"How much is reputation worth to your
credit tmon? ™ asks Boan Warfel, senior
vice prsident of siles and service o1 Pem
broke Pines, Fla-based Power | Credit
Union, with $375 million in psets. War-
fel, CUNA Technology Council chair, re-
veals that Power | bailds sccurity
enhancements into everything it does.
Close 1o 15% of its information technol-
gy (IT) budget gaes toward security

Most of the IT security expenditures
are the result of Federal Financial Institu-
tions Examination Counall (FFIEC) and
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inpg—protecting systems from. compter
network attacks. “We went as far as hir-
ingg 4 security specialist for our [T depart-
menk: e noles

waimie additkonal: costs address mem
Bership concerns

Consumer education is an incredsing
expenad for us, adds Warled,

W1 the SO0 million asset
Purdue Employees Federal
Credit Unjon  in West
Lafivtte, Tnd, about 1056 of
s [T budget poes loward se-
cuirity, explains Gail Koehler,
senbor vice president of tech-
nology. Another $100,000
goes 1o physical security
anid ways to prevent social
engineering.

“Wee have a whole division
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Tocus that i risk manape-
mient, v hoeliler, who
adds that five years ago
aboat 3% of the total Pur-
diue Emplovees Federal IT
budpet went towand secu-
rily. “As so0n as you
opencd  svstems 0 the
ortitssde world, vou had o
fake steps o make sure
ol wrere secune, she acds

Palo Alto, Calif-hased
Stanford Federal Credit
LUinion, with 3606 million
in assets, spencds one-thind
of its S300,000 I'T budget

> INFO SECURITY SPENDING = BIG BUCKS

Fanancial ingttitions’ IT expenditures worldwide wil reach $375 bilion n 2006, rep-
resanting about 15% of nonintereat expense, estimates TowerGroup, Neadham,
‘Masa. Information security accounts for mon than 4% of fotal budget allocations
ncross the indusiry.

Owvarall, the credit union indusiry i axpected 1o spend batweoen $1.8 billon and
$2.2 bikon on 2008 technology needs, including instafation, mantonance, staffing
and suppont, according 1o the 2006 Crodst LUinion Technology Survey by Callahan &
Associates, Washington, D.C. Two-thinds of sunwy particpants reporiad that e
2006 technolagy bnudget increased, with fechnology spending faling between 8%
#ﬂiﬂdmm

'Ihmmnthh-dgulmﬂdhhhnuhnm’thhmm
stoadiy,” explains Gullormo Kopp, vice presdent, croas-ndustry o TowsrGroup,
‘ﬁmﬂﬁhﬂﬂhﬁhﬂ.hﬂ*bﬂ.ﬂhﬂhpﬂ#ﬁﬂhhﬂmm
ing much highar,”

The secunty-spending ncrase has oocumed across hﬂmﬂyh
past fien years, points out Khakd Kark, -ﬁ-ﬂuﬁuﬁ-mm
brickpe, Mass. That steacy mcrease is prmanly because af regulsiony construnts
and amiety over prolecting (he cofporale mage.
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cation of identity, the survey says. Multifactor authontication was the mo
mentioned item in the technology budget and was considered a priorty by 823 of
respondents. Survey respondents had average assets of $579 milion.

The gocd mﬂ-MlﬂﬁwmnMﬂﬁkﬁ
tnen. In a survey of chief information officers, Fomoster found organizabons: across in«
dustry Ires spent 6 8% 1o 7.3% of their IT budgets on risk management, Fnancial
institutions allocated 8.75% of the 2005 T budget 1oward secusily.

Surprsing to Kark is a sight dip—to Eﬁ—hwmmﬂm
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o security initiatives, explains Sam Tunhey, vice
president of e-commerce and technology, and
chiefl technology officer. “In a given year, [secu-
rity spending| might be 17% or it might be 670,
It changes from vear o year, IF you upgrsde your
firewalls, for instance, vou easily could blow 40
grand, but you might do that only once every
four or five years”

Hie adcls that risk-management costs (as a per-
centige of his total budget) have doubled dunng
the past five years.

Merow Federal Credit Undony El Sepundo, Calif,
with $799 million in assets, also spends almost
one-thind of s total $480,000 [T budget on se-
cunty, savs Dave Price, director of [T That's quite
a transformation from five years ago, Price notes,

when “we didn't spend much
at all”

The right tools

Simply throwing money at
the secunty problem doesn't
solve it, suggests Guillermo
Kopp, vice president, cross.
inelustry, TowerGroup, Need.
ham, Mass. The challenge &
to have the right balance of
security integrated with inter-
nal processes, People also
need to be proactive, under-
stand risks, and take action.

“The best vendors can ac-
complish a st of goals with-
i a defined budget. In other
words, sell me a solution, not
the product of the month,”
explains Pierceficld.

Make sure you're investing
in the r'rg,hi tosle, Jim ﬁl:iq_l-.f-ﬂ:.';
chiel technology officer at
TraceSecurity, Baton Rouge,
La., a Credit Union National
Association (CUNA) strate-
gic alliance provider, believes
all credit unions should have:
* Firewalls;

* Intrusion detection systems
for external and internal vig-
flance;




E! » Antivirus software on every deskiop; and
» Secured and/or manitored remoie connections,
for example, via a virtual private network server.

E The FRIEC guidance recommiends all financial

inatitutions provide multifactor authentication,
"What the government agencics are saying is,
“When we come in, we'd better find something
better than 11} and password, ™ says Kopp.

Mol all secuniky threats are external “Abmiost
hall of all intrusions imvolve some ntermal over-
sight or secunty breach,.” emphasizes Kopp, who
pests credit unions automatically monitor
ransactions and Hag those that look irregular,

They aleo should encrypt sensitive data, “The
exchange of electromic data can occur so easily
[¥ia anling transmissions, iPods, fash drives|,”
explains Kopp. “Cyber thieves eventually may
break into anything. But if sensitive information
is encrypled, it isn't that easy”

Financial institutions usually “dre well-versed
with network and infrastructure security,” points
out Khalid Kark, senior analyst, Forrester Re-
search, Cambridge, Mass. The focus now should
b o
» Application security. “Smaller financial institu-
tions don't always pay a lot of attention to it
They need to be absolutely sure those Web inter-
faces and the overall infrastructure don't have
vulnerabilities.” notes Kark,

» Risk assessment. “Hove systems in place that
imeasure vulnerability, amd make sure security
training is built into the system from the begin-
ning.” including application development, Kark
says,

* A security strategy, “Come up with a clear se-
curity straliegy that measures progres.” Kark adds

Warlel also s credit unions must consider
external and internal risk by assessing who has
phvsical acess 1o the computer room and 1o crit-
ical information. “Establish one or two super-
users responsible for administering passwords,”
he sugpests.

A lack of patch management also creates vul-
nerability, explains Warfel. This is becanse of the
increase of imvasive worms and malickous code
targeting weaknesses on unpatched systerns. More
vulnerahilities artse due to increasingly intercon-
nected partners, members, more broadband con-

nextiogss, and remote workers,

“I'here are vendors that do
nathing but patch manage-
mierd services, Warfil cxpliins
“These services push paiches
out to every piece of equip
ment that needs thermy”

When evaluating risk, Tuo-
hey advocates that credit
unions audit their securty
with a professional risk assess-
ment—and then “absalutely
folkorw througth on i1

“The best guidance NCLUA
and FFIEC give is 1o make
sure your [T plans are starting
from a risk assessment, IU's
what | strongly encourage oth-
e creddil umions o doy,” he s

password.”*

Guillermo Kopp

Vendor interaction

he NCUA Security Compli-
umice Giuide also comtains elements for oversee
ing, monitoning, and contracting with service
providers specified “as any person or entity that
mamtains, processes, or otherwise is permitted
access o member informa-
tion through its provision of
services directly to the credit
(T T o

Credit unkons must requine
vendors 1o implement prop-
£7 securily programs to sale-
guard the data and provide
proper “data disposal”™ plans,

Requesting an SAS 70 s a
good place to start. An 5AS
70 sigmihies that a third-party
service prowvider conducted an
in-depth audit of its control
activities, which usually
inclide 1T and related
LiLe=""c%

“We always write in [contracts] that they have
to comply with all the privacy regulations” ex-
plains Warfel. “It's not only making sure you're
prfected from vendors but the information is
wsed a8 intended” et -
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"When  they
dion’t do the SA%
70, we ask for ther
corrtingency phnm,”
says Kochler.

Sclecting a serv-
iwe provider 1o
evaluate risk man-
agement also can help.
For example, TraceSecurity offers on-de-
mand security compliance software and risk-as-
AEsMITIEN] sETVICES,

The company examines vulnerabilities. “People
mix up vulnerability testing with penetration fests,
which aren’t nearly as thargh,” Stickley explaing
As fsrt of its assessrment, 'E'rnc:!-in:urilil.r s -
cial engincering. “We send our engineers in pos-
i as fire inspecions,” he says, Onee inside, they
assess what systerms and information are vulner-
alale.

What price security?
“Security has become so
important. Some s perap-
o, some is peal, some
requuired,” explains Tuohey,
"It keeps me from doing

i | some e-commence delivery
- projects | might otherwise
‘W's all about Jo" There's no doube s

curity threats are real, he
qualifics. “Fverywhere you
lnok—conference subject
matter, trade publica-
tions—it’s all about secu-
iy, 115 50 sad ™

The reality, sy Tuohey,
is there are bad indivichuals
every day trving 1o break
inio the Stanford Federal
data center. The credit
union recerves 170,000 ¢-mails every month;
165,000 of them either ane spam or contain virs-
s, he explains.

Another example of a necesary security meas-
ure i blocking USB (unbversal serial bus) ports
on employees” desktop computers. The comibi-
mation of a flash drive (small, |'ll:|I1il|1|r shorage

balance. There are
going to be risks.

What Pm mostly
concemed about is

our reputation.’

Sam Tuchay
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device, sometimes called a thumb drive) and a
roguie eplovee could equate 1o the loss of mem-
ber information.

First, Tuohey had to block LSB ports, and then
buzy additional software, validation tokens, and
biometric thumbprint readers to authenticate
users who have business reasons 1o use flash
drives. The whole exercise set Stanford Federal
back $120 per call center workstation,

“I's all about balance. There ane going o be
riks. What I'm mustly concerned about is our
reputation,” Tuchey says. “What | don't want to
ser 18 an article in the pewspaper that could be
devastating” 10 the credit union.

Credit union boards and sendor managers seem
to understand the nisks and costs, “They want us
iy be prosctive,” says Price. "If there are steps that
need 1o be taken to protect security, most of the
time the board approves it out of budget”

Purdue Employees Federal consaders the necd
“to upgrade our security the cost of doing busi-
ness,” explains Kochler. *We made that commit-
ment about four or five years agn”

Warfel believes the hype over security made
credit unions aware of the issues. “Security is an
enterprisewide initiation, not just part of the IT
department,” he says. More often than not, the
board is “asking us whether we're doing enough.,
The most important thing for our board is that
our membership b protecied” @




