tracesecurity

PURPLE TEAM

TESTING

Put your security investments to the test

Red Team + Blue Team

Our Red Team of information security analysts works
with your Blue Team of IT staff to test your networks
based on the MITRE ATT&CK framework. Using the
prescribed Tactics, Techniques, and Procedures
(TTPs), our analysts perform exploits against your
systems to make sure logging and monitoring
solutions are catching the activity.

Ride Along Testing

The best version of a Purple Team Test involves real-
time collaboration between our Red Team and your
Blue Team. Working together, our analysts can
attempt exploits on areas of your networks and
systems while you monitor IDS/IPS, SIEMs, and
Endpoint Protection solutions to confirm alerts are
triggering as expected.

GET IN TOUCH

225.612.2121 Www.tracesecurity.com

Our Approach

X

Collaborative Testing

Our Red Team performs testing while your
Blue Team monitors systems and logs to
track testing in real time.

Validation of IT Investments

Confirm that logging and monitoring
capabilities are properly working to block,
alert, and view network activity.

Configuration Improvements

Our analysts provide recommendations to
improve security configurations for
logging and monitoring.
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